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Overview 1

1 Overview
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Business Functions and High Level Description

The NonStop File Auditor Application provides a means to audit the modification of NonStop Guardian
program files, not data files. A baseline is kept of what existed at a given time. A comparison can be
done to determine any changes from that baseline. All authorized changes are gathered and any
differences between the baseline and what is current and not authorized are reported as exceptions.
Exceptions must be resolved before a new baseline can be established.

A list of files and file patterns is stored for use by the comparison program, COMPARE. When an file
within that set is modified, added or deleted, a change log record is required.
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1. The Change loginserter (CHGLOGIN) program is a command-line program that inserts records
into the CHGLOG and AUDITLOG tables. A CHGLOG entry must be made for any object that
was modified and must be made after the object was moved into production.

a.

b.

CHGLOGIN will usually be run within a customer’s TACL macro.

Gets the object’s filename and a reason from the program arguments.
Gathers the object file attributes.

Inserts a CHGLOG record for the object.

Insert an AUDITLOG record.

2. The Compare program, COMPARE, is a command-line program that compares what is currently
on the system with what is expected to be on the system. Only certain file types (based on file
codes) will be checked. A list of file patterns for what to include and what to exclude will be

used.
a. This process can be run at any time or interval
b. Clear Current Object tables, CURFILS and EXCEPTS.
c. Using Template Configuration
i. Create List of Objects to Collect Attributes About
ii. Collect Attributes about each item in the Expanded Object List
iii. Store Object and Attributes into Current Object Table, CURFILS
d. Compares what is in CURFILS with the latest BASELINE table and the CHGLOG table noting
any exceptions.
e. Insert each exceptions into the EXCEPTS table with why the compare failed.
f. Insert status into AUDITLOG.
g. List the exceptions.

3. The Exception Handler (EXHAND) program is used to view and resolve exceptions. Each
exception must be resolved before a baseline can be rolled. Both a command-line program and
a Windows-based GUI are provided.

© 2021 TIC Software
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4. The Baseline Roll TACL Macro, BASEROLL, rolls a baseline set, create new tables and SQLCOMP
the programs for the new tables.

a. Move Current Baseline to the Baseline Archive

b. Move Current Change Log to the Change Log Archive

c. Copy the Configuration Data to the Configuration Archive
d. Move Current Attributes to Baseline Attributes

e. Create new instances of tables that were renamed

f.  SQLCOMP programs to point to new tables.

5. A utility tool, Pattern Checker (FILPATCK) validates the entries in the FILELIST table. Each entry
has a filename pattern and whether to include or exclude the files that match that pattern. The
patterns can be an explicit filename or include “?” and “*” wildcards. Optionally, FILPATCK can
produce a report of all the existing files that would be monitored given the entries in FILELIST.

6. Several utility tools are included.
a. EXCPTRPT - Produces the same report that COMPARE created when it ran.
b. CHGLOGVW - View, list, what is in the CHGLOG table.
c. CFGTOOL - Manage the configuration.
d. AUDLOGVW - View, list, what is in the AUDITLOG table.

e. CKFILE - List current file attributes and what is in CURFILES, BASELINE and CHGLOG for the
file.

f.  NSFASVR - A Pathway server providing the NSFileAuditor Windows tool access the the
tables.

1.1 Operatonal Steps

Initial setup
Program Actions
INSTALL Creates catalog, tables and files. Loads initial values into tables. Prepares programs

(SQLCOMP).
CFGTOOL Load file patterns to be monitored. Alter configuration parameters as needed.
FILPATCK  Validate file patterns.
COMPARE Creates initial CURFILES table. There are no CHGLOG entries at this point no an
existing BASELINE.
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BASEROLL

Roll CURFILES into BASELINE and set up for next COMPARE run.

Normal Processing

Program
CFGTOOL
FILPATCK
CHGLOGIN

CHGLOGVW
COMPARE
EXHAND

BASEROLL

Actions

Add any new file patterns to be monitored.

Validate file patterns.

For each file or subvol that is changed (added,updated or deleted). Will likely be run
many times before COMPARE is run

View contents of the CHGLOG table.

Loads new CURFILES based on file patterns. Compares existing with previous
BASELINE checking CHGLOG and logs exceptions into EXCEPTS. Note that COMPARE
can be rerun which will clear EXCEPTS and reprocess CHGLOG.

Handle each (or all) exceptions. All exceptions MUST be resolved before BASEROLL
can run.

Archive tables. Roll CURFILES into BASELINE and set up for next COMPARE run.

© 2021 TIC Software
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2 Installation

Installation consists of two steps.

1. Move the NSFAPAK file to the NonStop server.
2. UNPAK NSFAPAK. Use OPEN, MYID, VOL and AUDITED options
o EDIT files (code 101 on NonStop)
= BASEROLL
DOSQLCMP
INSTALL
NSKLCNFG
PATHCNFG
PATHCOOL
PATHCOLD
SUPINFO
o Program files (code 800 or 500 on NonStop)
AUDLOGVW
CFGTOOL
CHGLOGIN
CHGLOGVW
CKFILE
COMPARE
EXCPTRPT
EXHAND
FILPATCK
NSFASVR
NSKLLSNR
PWSVRLNK
= ROLLTOOL
o Addtional files
= PNAMES
= NSFALIB

2. Volume to the subvolume where the files were unpaked to and RUN INSTALL. Be sure you are
running as the userid that will own the SQL tables and the programs.

INSTALL will prompt for several values and list what you entered for verification before running. Note
that the catalog and tables are TMF audited so the subvolumes must be on an audited volume.

The SQL database will be created and loaded. You will be prompted for several subvolumes. The
subvolumes should be empty although you can rerun INSTALL if it doesn't complete the 1st time and it
will finish what remains.

21 Install Example

* * *x * %

NSFileAuditor Installer

1. Creates the SQL catalog and database and loads the tables.
2. Creates log files for the NSFileAuditor tools.
3. Creates obey files for future use.

* Ok ok Kk ko
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4. SQLCOMP the NSFileAuditor programs.

*

*

* You will be prompted for several subvolumes. The subvol for
* the tables and the archive subvol must be on the same volume.
* The 4 subvolumes should be empty.

* If INSTALL does not finish correctly, it can be rerun to

* complete the remaining steps.
*
*
*
*
*

The results of the INSTALL will be written to INSLOG in the
same subvol as INSTALL.

* % % * %

Proceed? (Y or N): Y

Enter SQL catalog subvol: S$WORK.NSFACAT

Enter SQL database subvol: SWORK.NSFADB

Enter archive subvol: SWORK.NSFAARCH

Verifying database and archive subvols on same volume
Enter log subvol: S$SWORK.NSFALOGS

Enter initial userid (grp.user, not an alias): TIC.DONALD
Enter security for tables (without quotes): 0000

Enter security for programs (without quotes): NONO

Enter userid to own tools/programs (grp.user, not an alias): TIC.DONALD
Shall tools be progid to TIC.DONALD (Y or N): Y

Enter userid to own tables/files (grp.user, not an alias): TIC.DONALD
Enter license key: NSFILEAUDITOR-XXXX-B-16-76100-\XXXX-254-P-171201-XXXX-
XXXX

*

* Verify input

*

Catalog subvol: $SWORK.NSFACAT

Database subvol: SWORK.NSFADB

Archive subvol: SWORK.NSFAARCH

Log subvol: S$SWORK.NSFALOGS

Security for tables: 0000

Security for tools: NONO

Initial user: TIC.DONALD

Tables/Files owner: TIC.DONALD

Tools owner: TIC.DONALD

Progid to TIC.DONALD: Yes

License key: NSFILEAUDITOR-XXXX-B-16-76100-\XXXX-254-P-171201-XXXX-XXXX
Proceed? (Y or N): Y

*** Creating SQL catalog ***

Created catalog in S$WORK.NSFACAT

*** Creating SQL tables **+*

Created table $WORK.NSFADB.AUDITLOG

Created table S$WORK.NSFADB.BASELINE

Created table S$WORK.NSFADB.BASELINS

Created table $WORK.NSFADB.CHGLOG

Created table S$WORK.NSFADB.CONFIG

Created table S$WORK.NSFADB.CURFILES

Created table S$WORK.NSFADB.EXCEPTS

Created table S$WORK.NSFADB.FILECODS

Created table S$WORK.NSFADB.FILELIST
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Created table $WORK.NSFADB.NEXTBASE
Created table S$WORK.NSFADB.USERTBL
*** Creating Archive tables ***

Created
Created
Created
Created
Created
Created

table
table
table
table
table
table

SWORK.
SWORK.
SWORK.
SWORK.
SWORK.
SWORK.

NSFAARCH

.ALO00O0O01
NSFAARCH.
NSFAARCH.
NSFAARCH.
NSFAARCH.
NSFAARCH.

CL0O0OOOO01
CF000001
FC000001
FL0O0000O1
EX000001

*** Creating Log files ***
*** Tngerting initial wvalues
Loading table FileCods
Loading table NextBase
Loading table UserTbl
Loading table Config

*** Creating subvlocs file **%*

*** Creating ADDDEFS file **%*

*** SOLCOMP program files **%*

SQLCOMP of AUDLOGVW

SQLCOMP of CFGTOOL

SQLCOMP of CHGLOGIN

SQLCOMP of CHGLOGVW

SQLCOMP of CKFILE

SQLCOMP of COMPARE

SQLCOMP of EXCPTRPT

SQLCOMP of EXHAND

SQLCOMP of FILPATCK

SQLCOMP of NSFASVR

SQLCOMP of ROLLTOOL

**%* SQLCOMP of programs complete ***
Running RollTool to add MD5 for TACL code
*** Securing SQL tables ***

Altered table SWORK.NSFADB.AUDITLOG OWNER
Altered table SWORK.NSFADB.BASELINE OWNER SECURE 0OOO0O
Altered table SWORK.NSFADB.BASELINS OWNER SECURE 0OOO0O
Altered table S$WORK.NSFADB.CHGLOG OWNER 2,2 SECURE OOOO
Altered table S$WORK.NSFADB.CONFIG OWNER 2,2 SECURE OOOO
Altered table SWORK.NSFADB.CURFILES OWNER 2,2 SECURE OOOO
Altered table SWORK.NSFADB.EXCEPTS OWNER 2,2 SECURE OOOO
Altered table SWORK.NSFADB.FILECODS OWNER 2,2 SECURE OOOO
Altered table SWORK.NSFADB.FILELIST OWNER 2,2 SECURE OOOO
Altered table SWORK.NSFADB.NEXTBASE OWNER 2,2 SECURE OOOO
Altered table SWORK.NSFADB.USERTBL OWNER 2,2 SECURE OOOO

into tables ***

and tools

2,2 SECURE 0000
2,
2,

N NN

Altered
Altered
Altered
Altered
Altered
Altered

table
table
table
table
table
table

SWORK.
SWORK.
SWORK.
SWORK.
SWORK.
SWORK.

NSFAARCH

.ALO000O01
NSFAARCH.
NSFAARCH.
NSFAARCH.
NSFAARCH.
NSFAARCH.

CL0O0OOOO01
CF000001
FC000001
FL0O00001
EX000001

*** Securing NSFileAuditor Tools **%*
AUDLOGVW security changed
CFGTOOL security changed
CHGLOGIN security changed

OWNER
OWNER
OWNER
OWNER
OWNER
OWNER

SECURE
SECURE
SECURE
SECURE
SECURE
SECURE

0000
0000
0000
0000
0000
0000
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2.2

CHGLOGVW security changed

CKFILE security changed

COMPARE security changed

EXCPTRPT security changed

EXHAND security changed

FILPATCK security changed

ROLLTOOL security changed

*** Securing Logs ***

**x* NSFileAuditor Installation complete ***

**x* A copy of the INSTALL output is in S$WORK.NSFAPROG.INSLOG

Creating Initial Baseline

After running the INSTALL TACL routine to create all the tables and files, the following steps need to be
taken to create the initial baseline.

e Using CFGTOOL add any additional file codes into FILCODS.
o RUN CFGTOOL -T:FILECODS -O:LIST
100, CISC Object
101, EDIT File
180, C EDIT File
300, SCOBOL Dir
301, SCOBOL Code
302, SCOBOL Symbols
440, TACL Segment
700, S-series Object
800, Blade Object
848, Batch Calendar
o RUN CFGTOOL -T:FILECODS -O:ADD -C:nnn -D:xxx

Using CFGTOOL, add the files and subvols into FILELIST that are to be audited

o RUN CFGTOOL -T:FILELIST -O:ADD -F:<filepattern>

o If there are files in a pattern that is in FILELIST but are not to be audited,
RUN CFGTOOL -T:FILELIST -O:ADD -F:<filename> -E

Using FILPATCK, review the list of files that will be audited.
o RUN FILPATCK -RUN -RF:$S.#FP

Using COMPARE, load the initial CURFILES. There will be no CHGLOG nor exceptions
o RUN COMPARE -RUN

Using BASEROLL, a TACL routine, roll the initial CURFILES into BASELINE
o RUN BASEROLL
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3 Configuration

All configuration parameters are in the CONFIG table. There are two other tables that store file patterns
and file codes.

Common parameters

Parameter Default Description
value
CHECKUSERID 2 Whether to require the userid running a tool to be in the USERTBL. Can
be 0, 1, 2, 3or 4. See Access Control[1®\.
INITIALUSERID The userid inserted during INSTALL
LICENSEKEY The license key entered in INSTALL, obtained from TIC
OURSUBVOL The subvol where INSTALL was run from

RECORDSPERTMF 100 For multiple operations, how many to do before ending a TMF
transaction and restarting a new one.

USEMDSDIGEST  YES If YES, calculate the MD5 digest on monitored files. Read access is
required on the monitored files.

There are configuration parameters for each of the tools.
Parameter Default Description

value
LOGFILE The log file for this tool. The default is in the subvolume entered in INSTALL
and the filename is the tool's name.
DEBUGLEVELOQ 0 turns of debug logging. Set to 1 to turn on debug logging for this tool.
Tool Parameter Default Description
value
BASEROLL  MAXARCHIVESETS 10 How many archive sets to keep. Delete older sets.
BASEROLL  AUDITLOGKEEPDAYS 90 Delete old AUDITLOG records older than this.
BASEROLL ROLLCHGLOGFLAG YES Not currently used
COMPARE SUSPENDDETECTION 5 Not currently used.

Initial values in FILECODS are
100, CISC Object
101, EDIT File
180, C EDIT File
300, SCOBOL Dir
301, SCOBOL Code
302, SCOBOL Symbols
440, TACL Segment
700, S-series Object
800, Blade Object
848, Batch Calendar

There are no initial patterns in FILELIST
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Access Control

The CHECKUSERID parameter is stored in the CONFIG table and controls who can run the various
tools. Each userid in the USERTBL has an Access Level indicator.

User access levels — ADMIN, CHGLOG, VIEW

Admin tools - COMPARE, EXCPTRPT, EXHAND, BASEROLL/ROLLTOOL and most CFGTOOL
operations.

Development tools - CHGLOGIN, CFGTOOL for FILELIST and FILECODS

View tools - AUDLOGVW, CKFILE, FILPATCK

User access levels — VIEW, CHGLOG or ADMIN

CHECKUSERID Not in USERTBL VIEW CHGLOG ADMIN

0 All tools All tools All tools All tools

1 View tools View and Dev View and Dev All tools

2 View tools View tools View and Dev All tools

3 View tools View tools View and Dev, not All tools
CHGTOOL

4 No access View tools View and Dev All tools

If CHECKUSERID = 0, there are no restrictions, anyone can do anything.
For the other values of CHECKUSERID, only a user with ADMIN access can do admin operations.

If CHECKUSERID = 1, Anyone can run a view tool without check of USERTBL. Anyone can do DEV
operations (CHGLOGIN, CFGTOOL on FL and FC) with no check of USERTBL. Only admin operations
restricted.

If CHECKUSERID = 2, Anyone can run a view tool without check of USERTBL. Userid must be in
USERTBL and have CHGLOG access to do all DEV operations (CHGLOGIN, CFGTOOL on FL and
FC.)

If CHECKUSERID = 3, Anyone can run a view tool without check of USERTBL. Userid must be in
USERTBL and have CHGLOG access to do CHGLOGIN. CFGTOOL on FL and FC restricted to
ADMIN.

If CHECKUSERID = 4, All users must be in USERTBL. Users with VIEW access can only use view
tools. Users with CHGLOG access can do DEV operations (CHGLOGIN, CFGTOOL on FL and FC).
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BASELINE CURFILES CHGLOG AUDITLOG
PK | FILENAME PK | FILENAME PK | FILENAME PK | NODE NAME
PK |NODE NAME PK | NODE MAME PK |NODE NAME PK |INSERT DATETIME
PK | BASELINE ID PK | BASELINE ID PK |BASELINE IO
USERID
FILECODE FILECODE FILECODE SOURCE
LASTMOD LASTMOD LASTMOD BASELINE_ID
EOF EOF EOF FILEMAME
MD5_DIGEST MD5_DIGEST MD5_DIGEST KEYTAG
SECURITY_STRING SECURITY_STRING SECURITY_STRING LOGTEXT
PROGID_FLAG PROGID_FLAG PROGID_FLAG
LICENSED_FLAG LICENSED_FLAG LICENSED_FLAG CONFIG USERTAL
CREATION_TIME CREATION_TIME CREATION_TIME
OWNER OWNER OWNER PK | MODULE PK | USERID
COLLECTION_DATETIME COLLECTION_DATETIME DPERATION_FLAG PK | PARAM NAME
USERID ACCESS_LEVEL
EXCEFTS INSERT_DATETIME PARAM_VALUE
REASON
BASELINS
PK |FILENAME FILELIST AL
PK |COLLECTION DATETIME | [ PK |BASELINE 1D
PK |NODE NAME NEXTBASE PK |EiLEnAME patTERn || P | FILECODE
PK | BASELINE 1D CREATION_DATETIME PK | DUMMYKEY FILETYPE
ROLL_DATETIME — EXCLUDE_FLAG
RESOLVED_FLAG ROLLED_TABLE_MAME CURRENT_BASELINE_ID
ICP;SJ:;I‘_DHTETIME ROLLED_USERICy MEXT_BASELINE_ID

RESOLVED_DATETIME
RESOLWED_USERID

Tables

e AUDITLOG - Audit

e BASELINE — Baseline files

e BASELINS — List of Baselines

e CHGLOG - Change log

e CONFIG — Common configuration and module specific parameters.

e  CURFILES — Current files

e EXCEPTS - Exceptions

e FILECODS - File codes to monitor. If using table instead of EDIT file.

e  FILELIST — Files to monitor. If using table instead of EDIT file.

e NEXTBASE — Current and next baseline ID

e USERTBL — User access information
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Files

e Logfiles for programs

e Work file for FILPATCK. Enscribe, key-sequenced.

Configuration
Filename: CONFIG

Type: SQL Table

Purpose: Contains all the configuration parameters.

Tools: All will read this file.

Configurator maintains it via NSFMSVR.

Column Type NOT NULL | Description
MODULE (PK) CHAR (8) Yes Module this parameter is
for
PARAM NAME (PK) CHAR (24) Yes The parameter name
PARAM VALUE CHAR (200) The parameter value, if
any.

MODULE PARAM_NAME Type PARAM_VALUE Description

COMMON DATABASE_SUBVOL String Subvol of all the SQL tables

COMMON ARCHIVE_SUBVOL String Subvol where all the archived tables will be
stored.

COMMON CATALOG String SQL catalog subvol

COMMON LICENSEKEY String License key for NSFileAuditor

COMMON OURSUBVOL String The subvol for the programs

COMMON USEMDS5DIGEST Yes/No If No, don’t get or use MD5 digest.

COMMON CHECKUSERID 0,123 Sets access level for tools

or4

COMMON RECORDSPERTMF Number How many adds/updates to do before ending
transaction and starting another.

COMPAR SUSPENDDETECTION Number How long, in seconds between file checks
before logging a suspected program
suspension
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COMPARE DEBUGLEVEL 0,1,2,3 |0 turns off debug logging.

COMPARE LOGFILE Filename | An existing log file, VHS or spooler location.
File will not be rolled if full.

COMPARE KEEPDAYS Number How many days worth of log records to keep.

CHGLOGIN DEBUGLEVEL 0,1,2,3 |0 turns off debug logging.

CHGLOGIN LOGFILE Filename | An existing log file, VHS or spooler location.
File will not be rolled if full.

CHGLOGIN KEEPDAYS Number How many days worth of log records to keep.

BASEROLL MAXARCHIVESETS Number How many archive sets to retain. Older ones
beyond this will be deleted. If 0, don’t delete
any programmatically.

BASEROLL AUDITLOGKEEPDAYS Number | Audit log records older than this will be
deleted. If 0, don’t delete any audit records.

BASEROLL ROLLCHGLOGFLAG Yes/No If Yes, roll the ChglLog table along with the
baseline and current tables. If No, do not roll
the ChglLog. Note that old records will not be
deleted if not rolling and file can fill up.

BASEROLL DEBUGLEVEL 0,1,2,3 |0 turns off debug logging.

BASEROLL LOGFILE Filename | An existing log file, VHS or spooler location.
File will not be rolled if full.

BASEROLL KEEPDAYS Number How many days worth of log records to keep.

EXCEPTS DEBUGLEVEL 0,1,2,3 |0 turns off debug logging.

EXCEPTS LOGFILE Filename | An existing log file, VHS or spooler location.
File will not be rolled if full.

EXCEPTS KEEPDAYS Number How many days worth of log records to keep.

AUDITVW DEBUGLEVEL 0,1,2,3 |0 turns off debug logging.

AUDITVW LOGFILE Filename | An existing log file, VHS or spooler location.
File will not be rolled if full.

AUDITVW KEEPDAYS Number How many days worth of log records to keep.

NSFMSVR DEBUGLEVEL 0,1,2,3 |0 turns off debug logging.

NSFMSVR LOGFILE Filename | An existing log file, VHS or spooler location.
File will not be rolled if full.

NSFMSVR KEEPDAYS Number How many days worth of log records to keep.

FILPATCK DEBUGLEVEL 0,1,2,3 |0 turns off debug logging.

FILPATCK LOGFILE Filename | An existing log file, VHS or spooler location.
File will not be rolled if full.
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FILPATCK KEEPDAYS

Number How many days worth of log records to keep.

FileList
Filename: FILELIST

Type: SQL Table

Purpose: Contains filename patterns. This list drives what files are monitored. Each record in the file

will have a filename pattern and an include/exclude flag.

Tools: File is updated via CFGTOOL. COMPAR and FILPATCK are the only tools to read it.

Column Type NOT NULL | Description

FILENAME PATTERN JCHAR(26) Yes The filename pattern or
(PK) explicit filename.
EXCLUDE_FLAG CHAR (1) An E if this filename

pattern is to be excluded.

FileCods
Filename: FILECODS

Type: SQL Table

Purpose: List of numeric file codes that are to be included if they match one of the filename patterns.

Any file whose file code is not in this list will be ignored. Each record in the file will have a filecode and,

optionally, a description.

Tools: File is updated via CFGTOOL. COMPAR and FILPATCK are the only tools to read it.

Column Type NOT NULL | Description

FILECODE (PK) INTEGER Yes Which filecode to include.

FILETYPE CHAR (24) An optional description of
the filecode.

100, CISC program

700, S-Series program

800, Blade program

500, NonStopX program
101, EDIT Tacl, configuration etc
180, CEDIT configuration
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300, Scobol
301, Scobol
302, Scobol
848, Batch calendar

NEXTBASE
Filename: NEXTBASE

Type: Table

Purpose: Stores the current and next baseline id. Note that the next baseline id can be less than the
current id if the file sets have rolled beyond the max and are reusing the beginning numbers.

Tools: File is updated by the BASEROOL macro. COMPAR, CHGLOGIN read it.

Column Type NOT NULL | Description

DUMMYKEY (PK) CHAR (2) |Yes There is only one record in
table. This key allows
easy reads and updates.

CURRENT BASELINE ID | INT Yes The current baseline id

NEXT BASELINE ID INT Yes The next baseline id

USERTBL
Filename: USERTBL

Type: Table

Purpose: If CONFIG requires a userid, this table stores the valid users.

Tools: File is updated by the Configurator. All tools read it.

Column Type NOT NULL | Description

USERID (PK) CHAR (17) Yes The userid, upshifted.
Group.user format.

ACCESS_ LEVEL CHAR (6) Yes ADMIN, CHGLOG or VIEW

BASELINS

Filename: BASELINS

Type: Table
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Purpose: List of baselines

Tools: BASEROOL macro inserts new row.

Column Type NOT NULL [ Description

BASELINE ID (PK) INT Yes Baseline id

CREATION DATETIME TIMESTAMP Yes When baseline file was
created

ROLL DATETIME TIMESTAMP When baseline file set
was rolled

ROLLED TABLE NAME CHAR (35) Name of archived
baseline file

ROLLED USERID CHAR (17) Who rolled the

baseline

AUDITLOG
Filename: AUDITLOG

Type: Table

Purpose: A log of all activities. May have old records deleted depending on AuditLogKeepDays

parameter.

Tools: All programs and tools write to it. Audit viewer reads it. BASEROOL macro may delete old

records.

Column Type NOT NULL [ Description

NODE NAME (PK) CHAR (8) Yes Node name

INSERT DATETIME (PK) | TIMESTAMP Yes When row inserted

USERID CHAR (17) Yes Userid. Group.user

SOURCE CHAR (24) Yes Which program/tool
added the row

BASELINE ID INT Optional baseline id

FILENAME CHAR (26) Optional filename

KEYTAG CHAR (24) Optional value

LOGTEXT VARCHAR (1024) JYes Free form log text
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CHGLOG
Filename: CHGLOG

Type: Table

Purpose: Each file that is promoted/modified will need an entry in this table.

Tools: CHGLOGIN and EXHAND will write to it. COMPAR reads it.

Column Type NOT NULL [ Description

FILENAME CHAR (26) Yes File name of modified,
added or deleted file

NODE NAME (PK) CHAR (8) Yes Node name

BASELINE ID (PK) INT Yes Baseline id

FILECODE SMALLINT Yes File’'s code (100,
800...)

LASTMOD TIMESTAMP Yes Last modification time

EOF LARGEINT Yes Size of file, current
EOF

MD5 DIGEST CHAR (32) An MD5 digest of the
file

SECURITY STRING CHAR (4) Yes The security vector
for the file

PROGID FLAG CHAR (1) Is it progrid

LICENSED FLAG CHAR (1) Is it licensed

CREATION TIMESTAMP Yes When file created

OWNER CHAR (7) Yes Nnn.nnn owner of the
file

OPERATION_ FLAG CHAR (1) Yes A-add, U-update, D-
delete

USERID CHAR (17) Yes Who inserted this
change log row.
Group.user text.

INSERT DATETIME (PK) | TIMESTAMP Yes When row inserted

REASON VARCHAR (1024) JYes Why this file was

changed.
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CURFILES
Filename: CURFILES

Type: Table

Purpose: The output of the COMPAR. All files that are found using the filename patterns. COMPAR will
compare each file in CURFILES against CHGLOG and BASELINE.

Tools: COMPAR loads it fresh each run. EXHAND reads it.

Column Type NOT NULL [ Description

FILENAME CHAR (26) Yes File name of the file

NODE_NAME (PK) CHAR (8) Yes Node name

BASELINE ID (PK) INT Yes Baseline id

FILECODE SMALLINT Yes File’s code (100,
800...)

LASTMOD TIMESTAMP Yes Last modification time

EOF LARGEINT Yes Size of file, current
EOF

MD5 DIGEST CHAR (32) An MD5 digest of the
file

SECURITY STRING CHAR (4) Yes The security vector
for the file

PROGID FLAG CHAR (1) Is it progrid

LICENSED FLAG CHAR (1) Is it licensed

CREATION TIMESTAMP Yes When file created

OWNER CHAR (7) Yes Nnn.nnn owner of the
file

COLLECTION DATETIME JTIMESTAMP Yes Who Comparer started

BASELINE

Filename: BASELINE
Type: Table

Purpose: When a baseline is wanted, the current table is renamed to Baseline. COMPAR will compare
each file in CURFILES against CHGLOG and BASELINE. At baseline creation time, the current baseline
table and its companions are renamed.
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Tools: COMPAR and EXHAND read it. BASEROOL macro creates and archives it.

Column Type NOT NULL [ Description

FILENAME (PK) CHAR (26) Yes File name of the file

NODE NAME (PK) CHAR (8) Yes Node name

BASELINE ID (PK) INT Yes Baseline id

FILECODE SMALLINT Yes File’s code (100,
800...)

LASTMOD TIMESTAMP Yes Last modification time

EOF LARGEINT Yes Size of file, current
EOF

MD5 DIGEST CHAR (32) Yes An MD5 digest of the
file

SECURITY STRING CHAR (4) Yes The security vector
for the file

PROGID FLAG CHAR (1) Is it progrid

LICENSED FLAG CHAR (1) Is it licensed

CREATION TIMESTAMP Yes When file created

OWNER CHAR (7) Yes Nnn.nnn owner of the
file

COLLECTION DATETIME JTIMESTAMP Yes Who Comparer started

EXCEPTS

Filename: EXCEPTS
Type: Table

Purpose: A list of files that did not compare between Current, Baseline and ChglLog. Before COMPAR
can run again, this table either must be empty or all records must be marked “resolved”.

Tools: COMPAR adds records. Exception handler, EXHAND, modifies. BASEROOL macro creates new

one.

Column Type NOT NULL | Description

FILENAME (PK) CHAR (26) [Yes File name of the file
COLLECTION DATETIME (PK) JTIMESTAMP|Yes When Comparer started
NODE_NAME (PK) CHAR (8) Yes Node name
BASELINE ID (PK) INT Yes Baseline id
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RESOLVED_ FLAG CHAR (1) Yes Whether this exception
has been resolved.

INSERT DATETIME TIMESTAMP | Yes When this row was
inserted.

CAUSE CHAR (24) |Yes Why this file was
marked as an exception

RESOLVED DATETIME TIMESTAMP | No When the exception was
resolved

RESOLVED_ USERID CHAR (17) No Who resolved it

CREATE TABLE AUDITLOG

(

NODE_NAME CHAR(8) NO DEFAULT NOT NULL NO HEADING

, INSERT_DATETIME TIMESTAMP NO DEFAULT NOT NULL NO HEADING

, USERID CHAR(17) NO DEFAULT NOT NULL NO HEADING

, SOURCE CHAR(24) NO DEFAULT NOT NULL NO HEADING

, BASELINE_ID INT UNSIGNED NO DEFAULT NO HEADING

, FILENAME CHAR(26) DEFAULT NULL NO HEADING

, KEYTAG CHAR(24) DEFAULT NULL NO HEADING

, LOGTEXT VARCHAR(1024) NO DEFAULT NOT NULL NO HEADING

, PRIMARY KEY (

NODE_NAME ASC
,INSERT_DATETIME ASC

)

CATALOG 000

AUDIT AUDITCOMPRESS BLOCKSIZE 4096 BUFFERED NO CLEARONPURGE NO
DCOMPRESS NO ICOMPRESS EXTENT (1000, 1000) FORMAT 1 LOCKLENGTH 0
MAXEXTENTS 900 ORGANIZATION KEY SEQUENCED PARTITION ARRAY STANDARD
SECURE "GGGG" SERIALWRITES SIMILARITY CHECK DISABLE TABLECODE 0 NO
VERIFIEDWRITES

CREATE TABLE BASELINE

(

FILENAME CHAR(26) NO DEFAULT NOT NULL NO HEADING
, NODE_NAME CHAR(8) NO DEFAULT NOT NULL NO HEADING
, BASELINE_ID INT UNSIGNED NO DEFAULT NOT NULL NO HEADING
, FILECODE SMALLINT UNSIGNED NO DEFAULT NOT NULL NO HEADING
, LASTMOD TIMESTAMP NO DEFAULT NOT NULL NO HEADING
, EOF LARGEINT NO DEFAULT NOT NULL NO HEADING
, MD5_DIGEST CHAR(32) DEFAULT NULL NO HEADING
, SECURITY_STRING CHAR(4) NO DEFAULT NOT NULL NO HEADING
, PROGID_FLAG CHAR(1) NO DEFAULT NOT NULL NO HEADING
, LICENSED_FLAG CHAR(1) NO DEFAULT NOT NULL NO HEADING
, CREATION TIMESTAMP NO DEFAULT NOT NULL NO HEADING
, OWNER CHAR(7) NO DEFAULT NOT NULL NO HEADING
, COLLECTION_DATETIME TIMESTAMP NO DEFAULT NOT NULL NO HEADING
, PRIMARY KEY (

FILENAME ASC

,NODE_NAME ASC
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,BASELINE_ID ASC
)

CATALOG xx000:x

AUDIT AUDITCOMPRESS BLOCKSIZE 4096 BUFFERED NO CLEARONPURGE NO
DCOMPRESS NO ICOMPRESS EXTENT (1000, 1000) FORMAT 1 LOCKLENGTH 0
MAXEXTENTS 900 ORGANIZATION KEY SEQUENCED PARTITION ARRAY STANDARD
SECURE "GGGG" SERIALWRITES SIMILARITY CHECK DISABLE TABLECODE 0 NO
VERIFIEDWRITES

’

CREATE TABLE BASELINS

BASELINE_ID INT UNSIGNED NO DEFAULT NOT NULL NO HEADING
, ROLL_DATETIME TIMESTAMP NO DEFAULT NOT NULL NO HEADING
, USERID CHAR(17) NO DEFAULT NOT NULL NO HEADING

, PRIMARY KEY (

BASELINE_ID ASC
)

CATALOG xx000x

AUDIT AUDITCOMPRESS BLOCKSIZE 4096 BUFFERED NO CLEARONPURGE NO
DCOMPRESS NO ICOMPRESS EXTENT (16, 64) FORMAT 1 LOCKLENGTH 0 MAXEXTENTS
160 ORGANIZATION KEY SEQUENCED PARTITION ARRAY STANDARD SECURE "GGGG"
SERIALWRITES SIMILARITY CHECK DISABLE TABLECODE 0 NO VERIFIEDWRITES

CREATE TABLE CHGLOG
(
FILENAME CHAR(26) NO DEFAULT NOT NULL NO HEADING

, NODE_NAME CHAR(8) NO DEFAULT NOT NULL NO HEADING
, BASELINE_ID INT UNSIGNED NO DEFAULT NOT NULL NO HEADING
, FILECODE SMALLINT UNSIGNED NO DEFAULT NOT NULL NO HEADING
, LASTMOD TIMESTAMP NO DEFAULT NOT NULL NO HEADING
, EOF LARGEINT NO DEFAULT NOT NULL NO HEADING
, MD5_DIGEST CHAR(32) DEFAULT NULL NO HEADING
, SECURITY_STRING CHAR(4) NO DEFAULT NOT NULL NO HEADING
, PROGID_FLAG CHAR(1) NO DEFAULT NOT NULL NO HEADING
, LICENSED_FLAG CHAR(1) NO DEFAULT NOT NULL NO HEADING
, CREATION TIMESTAMP NO DEFAULT NOT NULL NO HEADING
, OWNER CHAR(7) NO DEFAULT NOT NULL NO HEADING
, OPERATION_FLAG CHAR(1) NO DEFAULT NOT NULL NO HEADING
, USERID CHAR(17) NO DEFAULT NOT NULL NO HEADING
, INSERT_DATETIME TIMESTAMP NO DEFAULT NOT NULL NO HEADING
, REASON VARCHAR(1024) NO DEFAULT NOT NULL NO HEADING

, PRIMARY KEY (

FILENAME ASC

,NODE_NAME ASC
,BASELINE_ID ASC

)

CATALOG xx000x

AUDIT AUDITCOMPRESS BLOCKSIZE 4096 BUFFERED NO CLEARONPURGE NO
DCOMPRESS NO ICOMPRESS EXTENT (1000, 1000) FORMAT 1 LOCKLENGTH 0
MAXEXTENTS 900 ORGANIZATION KEY SEQUENCED PARTITION ARRAY STANDARD
SECURE "GGGG" SERIALWRITES SIMILARITY CHECK DISABLE TABLECODE 0 NO
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VERIFIEDWRITES

’

CREATE TABLE CONFIG

(
MODULE CHAR(8) NO DEFAULT NOT NULL NO HEADING

, PARAM_NAME CHAR(24) NO DEFAULT NOT NULL NO HEADING
, PARAM_VALUE CHAR(200) DEFAULT NULL NO HEADING
, PRIMARY KEY (
MODULE
, PARAM_NAME

)

)
CATALOG 000
AUDIT AUDITCOMPRESS BLOCKSIZE 4096 BUFFERED NO CLEARONPURGE NO
DCOMPRESS NO ICOMPRESS EXTENT (16, 64) FORMAT 1 LOCKLENGTH 0 MAXEXTENTS
160 ORGANIZATION KEY SEQUENCED PARTITION ARRAY STANDARD SECURE "GGGG"
SERIALWRITES SIMILARITY CHECK DISABLE TABLECODE 0 NO VERIFIEDWRITES

CREATE TABLE CURFILES
(
FILENAME CHAR(26) NO DEFAULT NOT NULL NO HEADING

, NODE_NAME CHAR(8) NO DEFAULT NOT NULL NO HEADING
, BASELINE_ID INT UNSIGNED NO DEFAULT NOT NULL NO HEADING
, FILECODE SMALLINT UNSIGNED NO DEFAULT NOT NULL NO HEADING
, LASTMOD TIMESTAMP NO DEFAULT NOT NULL NO HEADING
, EOF LARGEINT NO DEFAULT NOT NULL NO HEADING
, MD5_DIGEST CHAR(32) DEFAULT NULL NO HEADING
, SECURITY_STRING CHAR(4) NO DEFAULT NOT NULL NO HEADING
, PROGID_FLAG CHAR(1) NO DEFAULT NOT NULL NO HEADING
, LICENSED_FLAG CHAR(1) NO DEFAULT NOT NULL NO HEADING
, CREATION TIMESTAMP NO DEFAULT NOT NULL NO HEADING
, OWNER CHAR(7) NO DEFAULT NOT NULL NO HEADING
, COLLECTION_DATETIME TIMESTAMP NO DEFAULT NOT NULL NO HEADING
, PRIMARY KEY (
FILENAME ASC

,NODE_NAME ASC
,BASELINE_ID ASC

)

)
CATALOG 000
AUDIT AUDITCOMPRESS BLOCKSIZE 4096 BUFFERED NO CLEARONPURGE NO
DCOMPRESS NO ICOMPRESS EXTENT (1000, 1000) FORMAT 1 LOCKLENGTH 0
MAXEXTENTS 900 ORGANIZATION KEY SEQUENCED PARTITION ARRAY STANDARD
SECURE "GGGG" SERIALWRITES SIMILARITY CHECK DISABLE TABLECODE 0 NO
VERIFIEDWRITES

CREATE TABLE EXCEPTS
(
FILENAME CHAR(26) NO DEFAULT NOT NULL NO HEADING

, COLLECTION_DATETIME TIMESTAMP NO DEFAULT NOT NULL NO HEADING
, NODE_NAME CHAR(8) NO DEFAULT NOT NULL NO HEADING
, BASELINE_ID INT UNSIGNED NO DEFAULT NOT NULL NO HEADING

, RESOLVED_FLAG CHAR(1) NO DEFAULT NOT NULL NO HEADING
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, INSERT_DATETIME TIMESTAMP NO DEFAULT NOT NULL NO HEADING
, CAUSE CHAR(24) NO DEFAULT NOT NULL NO HEADING
, RESOLVED_DATETIME TIMESTAMP DEFAULT NULL NO HEADING
, RESOLVED_USERID CHAR(17) DEFAULT NULL NO HEADING
, PRIMARY KEY (
FILENAME ASC

,COLLECTION_DATETIME ASC
,NODE_NAME ASC
,BASELINE_ID ASC

)

)
CATALOG 00
AUDIT AUDITCOMPRESS BLOCKSIZE 4096 BUFFERED NO CLEARONPURGE NO
DCOMPRESS NO ICOMPRESS EXTENT (100, 100) FORMAT 1 LOCKLENGTH 0
MAXEXTENTS 900 ORGANIZATION KEY SEQUENCED PARTITION ARRAY STANDARD
SECURE "GGGG" SERIALWRITES SIMILARITY CHECK DISABLE TABLECODE 0 NO
VERIFIEDWRITES

’

CREATE TABLE FILECODS

(

FILECODE SMALLINT NO DEFAULT NOT NULL HEADING 'FileCode'
, FILETYPE CHAR(24) DEFAULT NULL HEADING 'Description’

, PRIMARY KEY (

FILECODE ASC
)

CATALOG 00

AUDIT AUDITCOMPRESS BLOCKSIZE 4096 BUFFERED NO CLEARONPURGE NO
DCOMPRESS NO ICOMPRESS EXTENT (16, 64) FORMAT 1 LOCKLENGTH 0 MAXEXTENTS
160 ORGANIZATION KEY SEQUENCED PARTITION ARRAY STANDARD SECURE "GGGG"
SERIALWRITES SIMILARITY CHECK DISABLE TABLECODE 0 NO VERIFIEDWRITES

CREATE TABLE FILELIST

(
FILENAME_PATTERN CHAR(26) NO DEFAULT NOT NULL NO HEADING
, EXCLUDE_FLAG CHAR(1) NO DEFAULT NOT NULL NO HEADING
, PRIMARY KEY (
FILENAME_PATTERN

)

CATALOG 000

AUDIT AUDITCOMPRESS BLOCKSIZE 4096 BUFFERED NO CLEARONPURGE NO
DCOMPRESS NO ICOMPRESS EXTENT (16, 64) FORMAT 1 LOCKLENGTH 0 MAXEXTENTS
160 ORGANIZATION KEY SEQUENCED PARTITION ARRAY STANDARD SECURE "GGGG"
SERIALWRITES SIMILARITY CHECK DISABLE TABLECODE 0 NO VERIFIEDWRITES

’

CREATE TABLE NEXTBASE

(

DUMMYKEY CHAR(2) NO DEFAULT NOT NULL NO HEADING
, CURRENT_BASELINE_ID INT UNSIGNED NO DEFAULT NOT NULL NO HEADING
, NEXT_BASELINE_ID INT UNSIGNED NO DEFAULT NOT NULL NO HEADING

, PRIMARY KEY (
DUMMYKEY ASC
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)

CATALOG xx000xx

AUDIT AUDITCOMPRESS BLOCKSIZE 4096 BUFFERED NO CLEARONPURGE NO
DCOMPRESS NO ICOMPRESS EXTENT (16, 64) FORMAT 1 LOCKLENGTH 0 MAXEXTENTS
160 ORGANIZATION KEY SEQUENCED PARTITION ARRAY STANDARD SECURE "GGGG"
SERIALWRITES SIMILARITY CHECK DISABLE TABLECODE 0 NO VERIFIEDWRITES

CREATE TABLE USERTBL

USERID CHAR(17) NO DEFAULT NOT NULL NO HEADING
, PRIMARY KEY (
USERID

)

)
CATALOG 000
AUDIT AUDITCOMPRESS BLOCKSIZE 4096 BUFFERED NO CLEARONPURGE NO
DCOMPRESS NO ICOMPRESS EXTENT (16, 64) FORMAT 1 LOCKLENGTH 0 MAXEXTENTS
160 ORGANIZATION KEY SEQUENCED PARTITION ARRAY STANDARD SECURE "GGGG"
SERIALWRITES SIMILARITY CHECK DISABLE TABLECODE 0 NO VERIFIEDWRITES
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6.1
6.1.1

6.1.2

6.1.3

6.1.4

Tools

AudLogVW - AuditLog Viewer
AudLogVW Overview

The Audit Log Viewer (AUDLOGVW) program is a command-line program that lists the contents of the
AUDITLOG table.

AuditVW Usage

RUN AUDLOGVW [options]
Where options are:

-D:days Number of days of records to list

-F:filename  Display audit logs for only this file

-U:userid Display audit logs for only this user
-Start:startdate Starting date (YYYY-MM-DD) for records to list
-End:enddate Ending date (YYYY-MM-DD) for records to list
-Q Don't show this help if an error

?or-? Show this help

Note: If no userid or filename, list all records in the timeframe. Userid or filename can be included but
not both.

AudLogVW Tables and Files

The following files/tables are used by AUDITVW. Note that SQLCOMP will have bound in the location
of the tables so no PARAMs or ASSIGNs are required by AUDITVW.

e Configuration table (CONFIG) — read
e Userid table (USERTBL) — read

e Audit log table (AUDITLOG) — Read
e AuditVW log file (AUDITVW) - write

AudLogVW Error Handling

The following are anticipated errors:

e Can’t read CONFIG table

e Can't find parameters in CONFIG table
e Can't read USERTBL table

e Errorreading AUDITLOG table
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6.2 BaseRoll - Baseline Roll TACL Macro

6.2.1 BaseRoll Overview

The Baseline Roll TACL Macro, BASEROLL, will roll a baseline table set, create new tables and SQLCOMP
the programs for the new tables. Note that BASEROLL uses ROLLTOOL to interact with the SQL tables
and the AUDITLOG entries will say ROLLTOOL.

RUN BASEROLL [args]

Where args are:
-S:subvollList If not using SUBVLOCS on same subvol as BASEROLL.

Configuration—

; 2 Tables
Baseline Current Object CONFIG

Table Table
FILELIST
BASELINE CURFILS FILECODS

USERTBL

BASEROLL Change Log
Move Current Table
to Baseline and CHGLOG
Archive Older

Data Sets

Utility Tables
NEXTBASE Audit Log Table
BASELINS - e AUDTILOG

Archive Tables
Baseline and
Change Logs

Operation
BASEROLL will use a state flag, stored in ROLLSTAT file. This will allow for a rerun if a problem occurs

part way thru.
BASEROLL will do the following when it runs:
e Get parameters:

o From Config from ROLLTOOL.
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o Load subvol locations from SUBVOLOCS created by INSTALL

If ROLLSTAT file exists, load the state to see what has already been done. If ROLLSTAT does
not exist, create it with state = START.

State = START
Check that CURFILES is not empty. If it is empty, exit with warning that COMPARE needs to run.

If BASELINE is empty and CURFILES is not empty, this was the initial run of COMPARE. There
won’t be any EXCEPTS or CHGLOG records.

o Use RollTool to get current baseline id and next
o Rename BASELINE (empty) to BLOO0001

o State = BASELINE_RENAMED

o Rename CURFILES to BASELINE

o State = CURFILES_RENAMED

o Create new CURFILES table like BASELINE

o State = CURFILES_CREATED

o Use RollTool to increment NEXTBASE baseline_id
o State = NEXTBASE_INCREMENTED

o Create archives for baseline_id 2. FLO00002, FCO00002, ALO00002, CLO0O0002, EX000002.
Note that CLOO0O001 and EX000001 will be empty as there are not CHGLOG or EXCEPTS the

15t run of COMPARE.
o State = NEW_ARCHIVE_TABLES
o Use RollTool to add Baseline set info to BASELINS table
o State = BASELINS_UPDATED
o Update ADDDEFS file
o SQLCOMP all the programs
o Delete ROLLSTAT file

o exit
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e Have RollTool check EXCEPTS table is either empty or all are marked Resolved. Log error and
exit if not.

e Based on a configuration parameter, delete archive sets > number configured to keep.
e Use RollTool to get current baseline id and next

e Create new archive tables for next baseline id. Since we haven’t SQLCOMP with these, we will
use previous archive set when archiving tables.

o AuditLog -> ALnnnnnn
o Chglog->CLnnnnnn
o Config-> CFnnnnnn
o Excepts -> EXnnnnnn
o FileList -> FLnnnnnn
o FileCods -> FCnnnnnn
e State = NEW_ARCHIVE_TABLES
e Use RollTool to:
o Archive Audit log entries for current baseline
o Archive CHGLOG table and empty CHGLOG table
o Empty EXCEPTS
e State = ARCHIVED_TABLES
e Rename BASELINE to BLnnnnn
e State = BASELINE_RENAMED
e Rename CURFILES to BASELINE
e State = CURFILES_RENAMED
e Create new tables
o Create CURFILES like BASELINE
e State = CURFILES_CREATED

e Use RollTool to add Baseline set info to BASELINS table
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e State = BASELINS_UPDATED

e Freeze NSFASVR serverclass and stop program.
e Update ADDDEFS file

e Run SQLCOMP on all NSFileAuditor programs

e Delete ROLLSTAT file

e Thaw and start NSFASVR serverclass.

e Delete old audit log entries based on parameter

6.2.2 BaseRoll Usage

Log into TACL as a userid with ADMIN access

RUN BASEROLL

* % * *x *

BASEROLL will roll the current tables to archive
and set up the environment for the next set

The first BASEROLL, when BASELINE is empty, is handled differently from
subsequent times.

The following checks are done before BASEROLL can run:
- CURFILES cannot be empty

- Any Exceptions (EXCEPTS records) must be resolved
* * * * *

L I R

-- Getting configuration values

ArchiveSets: 10

BaslineId: 1 000001

NextBaselineId: 2 000002

DbSubvol: SWORK.NSFADB

CatSubvol: SWORK.NSFACAT

ArchSubvol: S$SWORK.NSFAARCH

LogSubvol: SWORK.NSFALOGS

Checking restart

Drop empty archive BL000001

SWORK.NSFAARCH.BL000001 already gone

Drop empty db BASELINE

Dropped empty SWORK.NSFADB.BASELINE

Archive CURFILES to BL000001

Archived SWORK.NSFADB.CURFILES to SWORK.NSFAARCH.BL000001
CONFIG, FILELIST, FILECODS, EXCEPTS, CHGLOG tables archived
Emptied CHGLOG and EXCEPTS and deleted old AUDITLOG records
Rename CURFILES to BASELINE

Renamed SWORK.NSFADB.CURFILES to SWORK.NSFADB.BASELINE
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6.2.3

Create CURFILES

Created S$WORK.NSFADB.CURFILES

Create archive tables

Create archive SWORK.NSFAARCH.FL000002
Created S$WORK.NSFAARCH.FL000002

Create archive SWORK.NSFAARCH.FC000002
Created S$WORK.NSFAARCH.FC000002

Create archive SWORK.NSFAARCH.CF000002
Created S$WORK.NSFAARCH.CF000002

Create archive SWORK.NSFAARCH.ALO00002
Created S$WORK.NSFAARCH.ALO000002

Create archive SWORK.NSFAARCH.CL0O00002
Created S$WORK.NSFAARCH.CL000002

Create archive SWORK.NSFAARCH.EX000002
Created S$WORK.NSFAARCH.EX000002
BASELINS updated with 1

*** Creating ADDDEFS file **%*

SQLCOMP of AUDLOGVW

SQLCOMP of CFGTOOL

SQLCOMP of CHGLOGIN

SQLCOMP of CHGLOGVW

SQLCOMP of CKFILE

SQLCOMP of COMPARE

SQLCOMP of EXCPTRPT

SQLCOMP of EXHAND

SQLCOMP of FILPATCK

SQLCOMP of NSFASVR

SQLCOMP of ROLLTOOL

**%* SQLCOMP of programs complete ***

Running RollTool to add MD5 for TACL code and tools
NEXTBASE incremented OK 2 000002 3 000003

*** BaseRoll is complete ***

BaseRoll Tables and Files

The following files/tables are used by BASEROLL. SQLCI will be used to access and manipulate the SQL

tables.
e Configuration— CONFIG - read
e Audit Log (AUDITLOG) - write
e Change log (CHGLOG) - read
e Baseline (BASELINE) - read
e  Current (CURFILES) - read
e Exceptions (EXCEPTS) - read

e NEXTBASE - read and write
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e BASELINS - read and write

e USERTBL -read

6.2.4 BaseRoll Error Handling

e Can’t read configuration table and parse for parameters
e Can’t read EXCEPTS table

e Can't read NEXTBASE table

e Can’trename a table

e Can'tcreate table

e Can'tcreate edit file

e Can’t copy common config table
e Can’t copy FileList table

e Can't copy FileCods table

e Error updating NEXTBASE table
e Erroradding AUDITLOG

e Error updating BASELINS table

e SQLCOMP error

6.2.5 Baseline ID Note

NS File Auditor utilizes a baseline id value to link records in the tables. When a new
BASELINE table is created the baseline id is incremented. All new AUDITLOG entries from
CHGLOGIN, CFGTOOL and EXHAND will include that new baseline id, as will CHGLOG and
EXCEPTS records. When a new BASELINE is created with BASEROLL, all the records from
the tables for the baseline id are archived to “document” what was in place at the time the
BASELINE was established.

The “current” and “next” baseline ids are stored in the NEXTBASE table. The “current”
baseline id is what all the tools will use for new records, including the CURFILES created by a
COMPARE run. When BASEROLL is run, the new CURFILES becomes BASELINE and all the
records in the tables that were created to establish that new BASELINE are archived.

Example:
e BASELINE with id 2 (all the archive files will be 000002, like CF000002, and have the data
used to created that BASELINE.)
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6.3
6.3.1

6.3.2

e NEXTBASE current id 3, next id 4
e All new entries to CHGLOG, AUDITLOG, EXCEPTS will have id 3

e When COMPARE creates CURFILES, it will use id 3. Note that every time COMPARE is run,
CURFILES and EXCEPTS will first be emptied and loaded with current information.

CfgTool- Configuration Tool

CfgTool Overview

CFGTOOL is used to list and update the configuration tables, CONFIG, FILECODS, FILELIST and

USERTBL.

CfgTool Usage

RUN CFGTOOL -T: [table] -0O:[operation] [args]
where:

Table - One of the configuration tables, CONFIG, FILECODS,

USERTBL

Operation - Add, Delete, Update, List
Table - FILELIST
Add: -F:[file pattern] -E (-E means, exclude)
Delete: -F:[file pattern
Update: -F:[file pattern] -E (-E means, exclude)
List: nothing to get all
Table - FILECODS
Add: -C:[code] -D:[file type]
Delete: -C:[code]
Update: -C:[code] -D:[file typel
List: nothing to get all
Table - CONFIG
Add: -M: [module] -N: [param name] -V: [param value]
Delete: -M: [module] -N: [param name]

Update: -M:[module] -N:[param name] -V:[param valuel

List: if nothing, all rows in CONFIG is returned.

If just -M:[module] then all rows for that module.

If both -M and -N, just the param value

Recognized modules, param names and valid values:

COMMON DATABASE SUBVOL Subvol
COMMON ARCHIVE SUBVOL Subvol
COMMON CATALOG Subvol
COMMON USEMD5DIGEST Yes or No
COMMON CHECKUSERID 0, 1, 2 or 3
COMMON RECORDSPERTMF Number
COMMON OURSUBVOL Subvol
COMMON LICENSEKEY License key
COMMON REPORTFORMAT 1, 2 or 3
AUDLOGVW LOGFILE Filename

AUDLOGVW DEBUGLEVEL

0, 1, 2 or 3

FILELIST,
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AUDLOGVW KEEPDAYS Number
BASEROLL LOGFILE Filename
BASEROLL DEBUGLEVEL 0, 1, 2 or
BASEROLL KEEPDAYS Number
BASEROLL MAXARCHIVESETS Number
BASEROLL AUDITLOGKEEPDAYS Number
CFGTOOL LOGFILE Filename
CFGTOOL DEBUGLEVEL 0, 1, 2 or
CFGTOOL KEEPDAYS Number
CHGLOGIN LOGFILE Filename
CHGLOGIN DEBUGLEVEL 0, 1, 2 or
CHGLOGIN KEEPDAYS Number
CHGLOGVW LOGFILE Filename
CHGLOGVW DEBUGLEVEL 0, 1, 2 or
CHGLOGVW KEEPDAYS Number
CKFILE LOGFILE Filename
CKFILE DEBUGLEVEL 0, 1, 2 or
CKFILE KEEPDAYS Number
COMPARE LOGFILE Filename
COMPARE DEBUGLEVEL 0, 1, 2 or
COMPARE KEEPDAYS Number
EXCPTRPT LOGFILE Filename
EXCPTRPT DEBUGLEVEL 0, 1, 2 or
EXCPTRPT KEEPDAYS Number
EXHAND LOGFILE Filename
EXHAND DEBUGLEVEL 0, 1, 2 or
EXHAND KEEPDAYS Number
FILPATCK LOGFILE Filename
FILPATCK DEBUGLEVEL 0, 1, 2 or
FILPATCK KEEPDAYS Number
NSFASVR LOGFILE Filename
NSFASVR DEBUGLEVEL 0, 1, 2 or
NSFASVR KEEPDAYS Number
ROLLTOOL LOGFILE Filename
ROLLTOOL DEBUGLEVEL 0, 1, 2 or
ROLLTOOL KEEPDAYS Number

33

Table - USERTBL
Add: -U:[guardian group.user] -A:[access level]
Access level = ADMIN, CHGLOG or VIEW
Delete: -U:[guardian group.user]
List: If nothing, all rows in USERTBL.
If -U:[guardian group.user] then show row
-0 Don't show this help if an error
? or -? Show this help

6.3.3 CfgTool Tables and Files

The following files/tables are used by CFGTOOL. Note that SQLCOMP will have bound in the location of
the tables so no PARAMSs or ASSIGNs are required by CFGTOOL.

e Configuration table (CONFIG) — read/write
e File pattern table (FILELIST)- read/write
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File codes table (FILECODS) — read/write
Userid table (USERTBL) — read/write
Audit log table (AUDITLOG) — Read
CFGTOOL log file (CFGTOOL) - write

6.3.4 CfgTool Error Handling

The following are anticipated errors:

6.4
6.4.1

Can’t update CONFIG table

Can’t find parameters in CONFIG table
Can’t update FILECODS table

Can’t update FILELIST table

Can’t update USERTBL table

Error writing AUDITLOG table

ChgLogin - ChglLog Inserter

ChgLogln Overview

The Change Log Inserter (CHGLOGIN) program is a command-line program that inserts records into the
CHGLOG and AUDITLOG tables. There are two arguments it will require: Filename or subvol and
reason. All other information will be collected by the program for insertion into the two tables. An optional
argument, promotion id, can be included. CHGLOGIN will usually be run within a customer’s TACL

macro. Note that the CHGLOGVW tool will display what was inserted into CHGLOG table.
Change Log
Table
CHGLOG CHGLOGIN
Insert reason >

CHGLOGIN will do the following when run:

Verifies required arguments are there and that they are valid.

Load common and specific configuration parameters from the CONFIG table.
If -S:subvol option, and not -O:Delete

o Get FileCods list
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o Foreach file in subvol that matches one of the FileCods
= Get the current file attributes
= Qptionally, get MD5 digest for the file. Note that CHGLOGIN must have read access to
the file to be able to open it unstructured.

= Insert or delete

CHGLOG record.

e |f -F:filename and not deleting a file, operation -O:Delete

o Get the current file attributes

o Optionally, get MD5

digest for the file. Note that CHGLOGIN must have read access to the

file to be able to open it unstructured.
o Insert or delete CHGLOG record.
e Insert AUDITLOG record.

6.4.2 ChglLogin Usage

RUN CHGLOGIN [args]
Where args are:
-F:filename

-S:subvol
-O:operation
-R:reason
be
spaces.

-P:promotionId

bytes.
AUDITLOG.
-Delete
if
-NOMD5
file(s)
-Q
? or -?

The operation, which is included

The fully qualified filename being modified or
The subvolume being modified.
Add, Delete or Update.
Why the change is being made. If -Delete,
why it is being deleted. This argument should

included in quotes as it may have embedded

Example: "-R:Testing CHGLOGIN"
Optional id for a promotion set. Can be up to 24

It will be put into KEYTAG field in
Remove a CHGLOG row for this file or all the files
a subvol.
Donlt do an MD5 digest for this file/subvol.
Creating an MD5 requires read access to the
Donlt echo this help if an error.

Show this help

in the CHGLOG record, indicates where the changed file is being

added, updated was deleted from the system.

Examples:

RUN CHGLOGIN -F:$PROG.LOGWATCH.LOGWATCH -O:UPDATE "-R:New version"

RUN CHGLOGIN -S:$PROG.TELEMAIL -O:Add "-R:New application"
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6.4.3 ChglLogin Tables and Files

The following files/tables are used by CHGLOGIN. Note that SQLCOMP will have bound in the location

of the tables so no PARAMs or ASSIGNs are required by CHGLOGIN.

Configuration table (CONFIG) — read
Userid table (USERTBL)—read
Changelog table (CHGLOG) — Insert or delete

Audit log table (AUDITLOG) — Insert. Use promotion id in Keytag field, if any.

File Codes table (FILECODS) - read
ChglLoglin log file (CHGLOGIN) - write

6.4.4 ChglLogln Error Handling

6.5
6.5.1

6.5.2

The following are anticipated errors:

Can’t open or read CONFIG table

Can’t find parameters in CONFIG table

Can’t open or read USERTBL table

Can't open or read FILECODS table if -S:subvol
Can’t find the file

Can’t get file attributes

Can’t do MD5 on file (usually can’t read file)
Error inserting into CHGLOG table

Error delete from CHGLOG table if -Delete
Error inserting into AUDITLOG table

ChgLogVW - ChglLog Viewer
ChgLogVW Overview

The Change Log Viewer (CHGLOGVW) program is a command-line program that lists the contents of the
CHGLOG.

ChgLogVW Usage

RUN CHGLOGVW [options]
Where options are:

-F:filename Display change log for only this file
-All Display change log for all files
-Detail If -All Display details for all files
-Q Don't show this help if an error

? or -7 Show this help
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6.5.3 ChglLogVW Tables and Files

The following files/tables are used by CHGLOGVW. Note that SQLCOMP will have bound in the location
of the tables so no PARAMs or ASSIGNs are required by CHGLOGVW.

e Configuration (CONFIG) — read
e Userid (USERID) — read
e Changelog (CHGLOG) —read

e LOG file for CHGLOGVW as found in CONFIG table.

6.5.4 ChglLogVW Error Handling

The following are anticipated errors:
e Can’t open or read CONFIG edit file
e Can't find parameters in CONFIG file

e Can’t open or read USERID edit file

6.6 CkFile - Check File
6.6.1 CkFile Overview

The Check File (CKFILE) program is a command-line program that lists the current attributes for a file,
fetches the CURFILES, BASELINE and CHGLOG rows for the file and compares them with what is current
on the system. This allows a quick “check” on a given file to see what is known about that file.

6.6.2 CkFile Usage

RUN CKFILE [options] filename
where options are:
-0 Don't show this help if an error
? or -7 Show this help

6.6.3 CkFile Tables and Files

The following files/tables are used by CKFILE. Note that SQLCOMP will have bound in the location of
the tables so no PARAMSs or ASSIGNs are required by CKFILE.

e Configuration (CONFIG) — read
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Userid (USERID) — read
Changelog (CHGLOG) — read
Current files (CURFILES) — read
Baseline files (BASELINE) — read

LOG file for CKFILE as found in CONFIG table.

6.6.4 CkFile Error Handling

The following are anticipated errors:

6.7
6.7.1

Can’t read CONFIG table

Can’t find parameters in CONFIG table
Can’t read USERID table

Can’t find the file

Can’t get file attributes

Can’t do MD5 on file (usually can’t read file)
Error reading CHGLOG table

Error reading CURFILES table

Error reading BASELINE table

Compare - Comparison Tool

Compare Overview

The Compare program, COMPARE, is a command-line program that compares what is currently on the
system with what is expected to be on the system. Only certain file types (based on file codes) will be

checked. A list of file patterns for what to include and what to exclude will be used.
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Configuration
~Tables
CONFIGDB
FILELIST
FILECODS
CONFIG
USERTBL

COMPAR

Baseline Medch baseline Current Object

vs. Current and
Table i Table

BASELINE £ o8 CURFILS
Identifing

Exceptions

COMPAR

Expand Config
Collect Object
Attributes

Change Log

Table
CHGLOG

COMPARE will do the following:
e Verifies any arguments are valid.
e Load CONFIG parameters.

e Check userid is allowed to run COMPARE if configuration requires it. This is an “ADMIN” tool so
userid is checked unless CHECKUSERID = “NONE".

e Open COMPARE log file

e Verify Exception table is either empty or all rows are marked resolved. Stop if not unless —
FORCE option.

e Loads FILELIST records into memory

e Loads FILECODS records into memory

e Validate each FILELIST entry for pattern format. Stop if any are invalid.
e Get next baselinelD from NEXTBASE to use in CURFILES.

e Empty CFnnnnnn and copy CONFIG entries to it.

e  Empty FLnnnnnn and copy FILELIST entries to it

e  Empty FCnnnnnn and copy FILECODS entries to it

e Empty CURFILES and EXCEPTS.

e Create ENSCRIBE temp file for EXCEPTS records.
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Loop thru all “include” patterns that are not explicit filenames

o Start FILENAME_FINDSTART with the pattern

o

Loop until end FILENAME_FINDNEXT getting a filename

Get file attributes

If filecode in our FILECODS list, insert into CURFILES table ignoring duplicates

Loop thru all “exclude” patterns

o Start FILENAME_FINDSTART with the pattern

o

Loop until end FILENAME_FINDNEXT getting a filename

Delete from CURFILES table ignoring not found.

Loop thru all included explicit filenames

Get file attributes

Write to CURFILES table ignoring duplicates

Loop thru all rows in CURFILES table

o Calculate MD5 digest if wanted

o

Update row in CURFILES table

If 15 run, if BASELINE is empty,

o

exit

Do SQL left join CURFILES to BASELINE. Looking for current files not in BASELINE.

o

Loop thru mismatches

Check CHGLOG for record for the file
If CHGLOG record not there, insert exception

If CHGLOG record there, compare attributes. If mismatch, insert exception and log to
audit.

Do SQL left join BASELINE to CURFILES. Looking for baseline files not on system anymore.

o

Loop thru list of “discarded” files

Check CHGLOG for record for the file
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= |f CHGLOG record not there or attributes don’t match, insert exception
e Do SQL left join CHGLOG to CURFILES. Looking for updated or new files not in system.
o Loop thru “new” files in CHGLOG but not there
= |nsert exception.
e Do SQL left join CHGLOG to CURFILES. Looking for files in system but CHGLOG says delete.
o Loop thru “deleted” files in CHGLOG but are there
= |nsert exception.
e Logresults to audit
e Display exception report

6.7.2 Compare Usage

RUN COMPARE [args]

where:
-RUN Run Comparisons
-FORCE Run even if unresolved exceptions
-RF:filename Optional file to send report to
-RT:n Report format. Must be 1, 2 or 3
-Q Don't show this help if an error
? or -7 Show this help

The report file (-RF) must be pre-created or a Spooler location.

6.7.3 Compare Tables and Files

The following files/tables are used by COMPARE. Note that SQLCOMP will have bound in the location of
the tables so no PARAMSs or ASSIGNs are required by COMPARE.

e Configuration (CONFIG) — read

e OUT/LOG file for COMPARE as found in CONFIG.
e FILECODES —read

e  FILELIST —read

e BASELINE —read

e  CURFILES — read write

© 2021 TIC Software



42

NSFileAuditor User's Guide

6.7.4

6.8
6.8.1

e RESTART —read write
e NEXTBASE - read

e EXCEPTS — write

e CHGLOG —read

e AUDITLOG — write

e USERTBL - read

Compare Error Handling

The following are anticipated errors:
e Can’t open or read CONFIG edit file
e Can'’t find parameters in CONFIG file
e Can’t open COMPARE log file
e Can’t read FILECODS edit file
e Can't read FILELIST edit file
e Can't access EXCEPTS table
e Can’t access CURFILES table
e Can’t access CFnnnnn table
e Can'taccess FLnnnnn table
e Can’taccess FCnnnnn table
e Can’taccess BASELINE table
e Can’t read CHGLOG table

e Can't read file to get MD5 digest and parameter says we need to

ExcptRpt - Exception Reporter
ExcptRpt Overview

The Exception Reporter (EXCPTRPT) program is a command-line program that lists the contents of the
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EXCEPTS table. The report that is generated is the same as created at the end of COMPARE.

There are 3 report formats available for COMPARE and EXCPTRPT.

Format 1

Exception for $WORK.NSFAPROG.ADDDEFS \PAPENS: Baseline Curfiles
No CHGLOG record for SWORK.NSFAPROG.ADDDEFS
** BASELINE attributes differ from CURFILES attributes

CURFILES file attributes:
Code 101
Owner 002,002
Creation date:
Last Mod date:
Security NGNG
Progid N
Licensed
EOF: 2048
MD5 digest:

2017-03-22:16:11
2017-03-22:16:11

N

BASELINE
CURFILES

creation 2017-03-02:19
creation 2017-03-22:16

BASELINE
CURFILES

BASELINE
CURFILES

Exception for SWORK.TICDON.AFILE1

*%* CHGLOG says Delete but file in

CURFILES file attributes:
Code 101
Owner 002,002
Creation date:
Last Mod date:
Security NGNG
Progid N
Licensed N
EOF: 45470
MD5 digest:

2017-03-22:16:03
2017-03-22:16:03

CHGLOG Delete, reason:
22:11:46:58.803771

test,

:12.900881
:12.995741

"bdc4966642b0103ca0a934£87b720a97"

:20:04.661412
:11:12.900881

lastmod 2017-03-02:19:20:04.739276
lastmod 2017-03-22:16:11:12.995741

md5 digest "94c6b03c03babb5b923ddbfd370cal53"
md5_digest "bdc4966642b0103ca0a934£87b720a97"

\PAPENS:
CURFILES

Chglog Delete

:47.441875
:47.590135

"2294b03909221edf5e7al1734be02£83b"

entered by TIC.DONALD on 2017-03-
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File in CURFILES but was marked as deleted in CHGLOG

Exception for $WORK.TICDON.AFILE2 \PAPENS: Baseline Curfiles
*%* CHGLOG says Delete but file in CURFILES
CURFILES file attributes:

Code 101

Owner 002,002

Creation date: 2017-03-22:16:03:58.317073

Last Mod date: 2017-03-22:16:19:20.581759

Security NGNG

Progid N

Licensed N

EOF: 47470

MD5 digest: "adl4cc397262cc8824cle6f6cal07675"

BASELINE lastmod 2017-03-22:16:03:58.458681
CURFILES lastmod 2017-03-22:16:19:20.581759

BASELINE eof 45470
CURFILES eof 47470

BASELINE md5 digest "2294b03909221edf5e7al1734be02£83b"
CURFILES md5 digest "adl4cc397262cc8824cle6f6cal07675"

CHGLOG Delete, reason: test, entered by TIC.DONALD on 2017-03-
22:09:18:09.511503

File in CURFILES but was marked as deleted in CHGLOG

Exception for $WORK.TICDON.AFILE3 \PAPENS: Baseline Curfiles
No CURFILES record for SWORK.TICDON.AFILE3
** File in CHGLOG but not in CURFILES

CHGLOG Update, reason: test, entered by TIC.DONALD on 2017-03-
22:09:15:45.721029

CHGLOG file attributes:
Code 101
Owner 002,002
Creation date: 2017-03-22:16:04:03.661269
Last Mod date: 2017-03-22:16:04:03.794903
Security NGNG
Progid N
Licensed N
EOF: 45470
MD5 digest: "2294b03909221edf5e7al1734be02f83b"

Exception for S$WORK.TICDON.AFILE4 \PAPENS: Curfiles Baseline
No BASELINE record for SWORK.TICDON.AFILE4
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No CHGLOG record for SWORK.TICDON.AFILE4
**% File in CURFILES, not in BASELINE and no CHGLOG entry
CURFILES file attributes:
Code 101
Owner 002,002
Creation date: 2017-03-22:16:04:03.661269
Last Mod date: 2017-03-22:16:04:03.794903
Security NGNG
Progid N
Licensed N
EOF: 45470
MD5 digest: "2294b03909221edf5e7al1734be02£83b"

Exception for S$WORK.TICDON.AFILE5 \PAPENS: Chglog Curfiles
No CURFILES record for SWORK.TICDON.AFILES

No BASELINE record for $SWORK.TICDON.AFILES

** File in CHGLOG but not in CURFILES

CHGLOG Add, reason: testing, entered by TIC.DONALD on 2017-03-
22:11:50:27.102867

CHGLOG file attributes:
Code 101
Owner 002,002
Creation date: 2017-03-22:18:50:06.240443
Last Mod date: 2017-03-22:18:50:06.362684
Security NGNG
Progid N
Licensed N
EOF: 45470
MD5 digest: "2294b03909221edf5e7al1734be02f83b"

6 exceptions, 0 resolved

End Exceptions Report

Format 2

Exception for S$WORK.NSFAPROG.ADDDEFS \PAPENS: Baseline Curfiles
No CHGLOG record for SWORK.NSFAPROG.ADDDEFS
** BASELINE attributes differ from CURFILES attributes
CURFILES file attributes:
Code 101
Owner 002,002
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Creation
Last Mod
Security
Progid N
Licensed
EOF:

Code 101

2048
MD5 digest:

date: 2017-03-22:16:11:12.900881
date: 2017-03-22:16:11:12.995741
NGNG

N

"bdc4966642b0103ca0a934£87b720a97"

BASELINE file attributes:

Owner 002,002

Creation
Last Mod
Security
Progid N
Licensed
EOF:

BASELINE
CURFILES

BASELINE
CURFILES

BASELINE
CURFILES

Code 101

2048
MD5 digest:

date: 2017-03-02:19:20:04.661412
date: 2017-03-02:19:20:04.739276
NGNG

N

"94c6b03c03babb5b923ddbfd370cals3"

creation 2017-03-02:19:20:04.661412
creation 2017-03-22:16:11:12.900881

lastmod 2017-03-02:19:20:04.739276
lastmod 2017-03-22:16:11:12.995741

md5 digest "94c6b03c03babb5b923ddbfd370cals3"
md5 digest "bdc4966642b0103ca0a934£87b720a97"

Exception for SWORK.TICDON.AFILE1
*%* CHGLOG says Delete but file in CURFILES
CURFILES file attributes:

\PAPENS: Chglog Delete

Owner 002,002

Creation
Last Mod
Security
Progid N
Licensed
EOF:

Code 101

date:
date:
NGNG

2017-03-22:16:03:47.441875
2017-03-22:16:03:47.590135

N

45470
MD5 digest:

"2294b03909221edf5e7al1734be02£83b"

BASELINE file attributes:

Owner 002,002

Creation
Last Mod
Security
Progid N
Licensed
EOF:

date:
date:
NGNG

2017-03-22:16:03:47.441875
2017-03-22:16:03:47.590135

N

45470
MD5 digest:

"2294b03909221edf5e7al1734be02£83b"
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CHGLOG Delete, reason:
22:11:46:58.803771

test, entered by TIC.DONALD on 2017-03-

File in CURFILES but was marked as deleted in CHGLOG

Exception for SWORK.TICDON.AFILE2 \PAPENS: Baseline Curfiles

*%* CHGLOG says Delete but file in CURFILES
CURFILES file attributes:
Code 101
Owner 002,002
Creation date: 2017-03-22:16:03:58.317073
Last Mod date: 2017-03-22:16:19:20.581759

Security NGNG
Progid N
Licensed N
EOF: 47470
MD5 digest: "adl4cc397262cc8824cle6f6cal07675"
BASELINE file attributes:
Code 101
Owner 002,002
Creation date:
Last Mod date:
Security NGNG
Progid N
Licensed N
EOF: 45470
MD5 digest:

2017-03-22:16:03:58.317073
2017-03-22:16:03:58.458681

"2294b03909221edf5e7al1734be02£83b"

BASELINE lastmod 2017-03-22:16:03:58.458681

CURFILES lastmod 2017-03-22:16:19:20.581759

BASELINE eof 45470

CURFILES eof 47470

BASELINE md5 digest "2294b03909221edf5e7al734be02£83b"
CURFILES md5 digest "adl4cc397262cc8824cle6f6cal007675"

CHGLOG Delete, reason:
22:09:18:09.511503

test, entered by TIC.DONALD on 2017-03-

File in CURFILES but was marked as deleted in CHGLOG

Exception for SWORK.TICDON.AFILE3 \PAPENS: Baseline Curfiles
No CURFILES record for SWORK.TICDON.AFILE3
** File in CHGLOG but not in CURFILES

BASELINE file attributes:
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Code 101

Owner 002,002

Creation date: 2017-03-22:16:04:03.661269

Last Mod date: 2017-03-22:16:04:03.794903
Security NGNG

Progid N

Licensed N

EOF: 45470

MD5 digest: "2294b03909221edf5e7al1734be02£83b"

CHGLOG Update, reason: test, entered by TIC.DONALD on 2017-03-
22:09:15:45.721029

CHGLOG file attributes:
Code 101
Owner 002,002
Creation date: 2017-03-22:16:04:03.661269
Last Mod date: 2017-03-22:16:04:03.794903
Security NGNG
Progid N
Licensed N
EOF: 45470
MD5 digest: "2294b03909221edf5e7al1734be02£f83b"

Exception for S$WORK.TICDON.AFILE4 \PAPENS: Curfiles Baseline
No BASELINE record for SWORK.TICDON.AFILE4
No CHGLOG record for SWORK.TICDON.AFILE4
*#*% File in CURFILES, not in BASELINE and no CHGLOG entry
CURFILES file attributes:

Code 101

Owner 002,002

Creation date: 2017-03-22:16:04:03.661269

Last Mod date: 2017-03-22:16:04:03.794903

Security NGNG

Progid N

Licensed N

EOF: 45470

MD5 digest: "2294b03909221edf5e7al1734be02f83b"

Exception for SWORK.TICDON.AFILES5 \PAPENS: Chglog Curfiles
No CURFILES record for $SWORK.TICDON.AFILES

No BASELINE record for $SWORK.TICDON.AFILES

** File in CHGLOG but not in CURFILES

CHGLOG Add, reason: testing, entered by TIC.DONALD on 2017-03-
22:11:50:27.102867

CHGLOG file attributes:
Code 101
Owner 002,002
Creation date: 2017-03-22:18:50:06.240443
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Last Mod date: 2017-03-22:18:50:06.362684
Security NGNG

Progid N

Licensed N

EOF: 45470

MD5 digest: "2294b03909221edf5e7al1734be02£83b"

6 exceptions, 0 resolved

End Exceptions Report

Format 3

Exception for $WORK.NSFAPROG.ADDDEFS \PAPENS: Baseline Curfiles
No CHGLOG record for SWORK.NSFAPROG.ADDDEFS
** BASELINE attributes differ from CURFILES attributes

Exception for SWORK.TICDON.AFILEl \PAPENS: Chglog Delete
*%* CHGLOG says Delete but file in CURFILES

Exception for SWORK.TICDON.AFILE2 \PAPENS: Baseline Curfiles
*%* CHGLOG says Delete but file in CURFILES

Exception for SWORK.TICDON.AFILE3 \PAPENS: Baseline Curfiles
No CURFILES record for SWORK.TICDON.AFILE3
** File in CHGLOG but not in CURFILES

Exception for S$WORK.TICDON.AFILE4 \PAPENS: Curfiles Baseline
No BASELINE record for SWORK.TICDON.AFILE4

No CHGLOG record for SWORK.TICDON.AFILE4

*#*% File in CURFILES, not in BASELINE and no CHGLOG entry

Exception for SWORK.TICDON.AFILES \PAPENS: Chglog Curfiles
No CURFILES record for $SWORK.TICDON.AFILES

No BASELINE record for S$SWORK.TICDON.AFILES

** File in CHGLOG but not in CURFILES

6 exceptions, 0 resolved

End Exceptions Report
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6.8.2 ExcptRpt Usage

RUN EXCPTRPT [options]
where options are:

-RUN Run exception report
-RF:filename Optional file to send report to
-RT:n Report format. Must be 1, 2 or 3
-Q Don't show this help if an error
? or -7 Show this help

The report file (-RF) must be pre-created or a Spooler location.

6.8.3 ExcptRpt Tables and Files

The following files/tables are used by EXCPTRPT. Note that SQLCOMP will have bound in the location
of the tables so no PARAMs or ASSIGNSs are required by EXCPTRPT.

e Configuration (CONFIG) — read
e Userid (USERID) - read
e Exceptions (EXCEPTS) —read

e LOG file for CHGLOGVW as found in CONFIG table.

6.8.4 ExcptRpt Error Handling

The following are anticipated errors:
e Can’t open or read CONFIG edit file
e Can't find parameters in CONFIG file
e Can’t open or read USERID edit file

= Error reading into EXCEPTS table

6.9 ExHand - Exception Handler
6.9.1 ExHand Overview

The Exception Handler (EXHAND) program is used to view and resolve exceptions. Exceptions are
generated when the Compare identifies a file has been modified and there is no Change log entry for it.
Each exception must be resolved before the Compare can run again or a baseline can be rolled.
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6.9.2 ExHand Usage

RUN EXHAND [args]
where:

-A

Resolve All Exceptions

-R:reason Why the change is being made.

This argument should be included in quotes as it may have

embedded spaces.

-Run

Step thru each exception asking for resolution

? or -7 Show this help

6.9.3 ExHand Tables and Files

The following files/tables are used by EXHAND. Note that SQLCOMP will have bound in the location of
the tables so no PARAMs or ASSIGNs are required by EXHAND.

Configuration (CONFIG) — read
Userid (USERID) — read

Changelog (CHGLOG) — read insert
Current (CURFILES) - read

Baseline (BASELINE) — read
Exceptions (EXCEPTS) —read update
File pattern list (FILELIST) — read

Work file — created and updated for all file patterns found in FILELIST. Purged when EXHAND
exits.

AuditLog — Insert.

LOG file for EXHAND as found in CONFIG.

6.9.4 ExHand Error Handling

The following are anticipated errors:

Can’t open or read CONFIG table

Can’t find parameters in CONFIG table

Can’t find any exceptions (Actually, just report it and exit)

Can’'t read CURFILES, BASELINE, CHGLOG or EXCEPTS table

Error inserting into CHGLOG table

Error updating EXCEPTS table

Error inserting into AUDITLOG table

Can't get live file attributes (may not be able to read file for MD5, if required)
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6.10
6.10.1

FilPatCk - File Pattern Checker
FilPatCk Overview

The Pattern Checker (FILPATCK) will validate the entries in FILELIST file/Table. Each entry will have a
filename pattern and whether to include or exclude the files that match that pattern. The patterns can
be an explicit filename or include “?” and “*” wildcards. Optionally, FILPATCK can produce a report of
all the existing files that would be monitored given the entries in FILELIST. Additionally the ENSCRIBE
key-sequenced working file can be retained.

Operation

FILPATCK will do the following when run:

. Verifies any arguments are valid.
. Read Configuation Table to find the common config parameters file.
. Load config parameters. This is a “View” program so it will run for any userid unless

CHECKUSERID = “ALL".

. Loads FILELIST records into memory

. Loads FILECODS records into memory

. Validate each FILELIST entry for pattern format. Stop if any are invalid.
. Opens report file

. Creates/opens the working file. If no —W then use temp file. Key-sequenced with filename as
key.

. Loop thru all “include” patterns that are not explicit filenames

o] Start FILENAME_FINDSTART with the pattern

o] Loop until end FILENAME_FINDNEXT getting a filename

0 Check filename would not be excluded by one of the exclude patterns

0 Get filecode for file

0 If filecode in our FILECODS list, write to working file ignoring duplicates
. Loop thru all included explicit filenames

0 Get filecode for file

0 If filecode in our FILECODS list, write to working file ignoring duplicates
. Report to OUT file, counts of files found

. If report file wanted
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o] Build report by reading thru the working file.

$VOLUME
SUBVOL
FNAME

. If working file not to be retained, purge it.

WorkFile Definitions

All character fields are null terminated.

typedef struct FileDetails

{
char filename[27];
char node[9];
short filecode;
long long lastmodits;
long long eof;
char md5digest[33];
char securitystring[5];
char progidflag;
char licensedflag;
long long creationts;
char owner[8];
char fname[9];
char filler[7];
}FileDetails;

DEF FILEDETAILS.
05 FILENAME TYPE CHARACTER 27.
05 NODE TYPE CHARACTER 9.

05 FILECODE TYPE BINARY 16.
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05 LASDMODTS TYPE BINARY 64.
05 EOF TYPE BINARY 64.
05 MD5DIGEST TYPE CHARACTER 33.
05 SECURITYSTRING TYPE CHARACTER 5.
05 PROGIDFLAG TYPE CHARACTER 1.
05 LICENSEDFLAG TYPE CHARACTER 1.
05 CREATIONTS TYPE BINARY 64.
05 OWNER TYPE CHARACTER 8.
05 FNAME TYPE CHARACTER 9.
05 FILLER TYPE CHARACTER 7.
END.

6.10.2 FilPatCk Usage

6.10.3

RUN FILPATCK [args]

where:
-RUN Run FilPatCk
-RF:filename If present, generate a report to this file.
-WF:filename Use this filename for the working file and leave it
after run.
? or -7 Show this help
Notes:

The report file (-RF) must be pre-created or a Spooler location.

FUP
SETTYPE E
SET REC 100
CREATE rpffile

The working file (-WF) will be purged and recreated by FILPATCK

FilPatCk Tables and Files

The following files/tables are used by FILPATCK. Note that SQLCOMP will have bound in the location of
the tables so no PARAMs or ASSIGNs are required by FILPATCK.

. Configuration (CONFIG) — read

OUT/LOG file for FILPATCK as found in config file.

FILECODES - read

FILELIST - read
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6.10.4 FilPatCk Error Handling

The following are anticipated errors:

Can’t read CONFIG table

Can'’t find parameters in CONFIG table
Can’t read FILECODS table

Can’t read FILELIST table

Can’t open FILPATCK LOG file

Can’t open report file

Can’'t open or create working file

A file pattern is invalid

Can't get file code for file

6.11 NSFASvr - NSFileAuditor Server

NSFASVR runs as a Pathway serverclass to provide the NSFileAuditor Windows program access to the
tables. When NSFileAuditor starts it prompts the user for their Guardian id and password which is
passed to NSFASVR for validation and to determine which operations that user is allowed to perform.

NSFASVR obtains the configuration that it needs from the CONFIG table. Any problems are logged to
the AUDIT table.

Two additional programs are provided that enable NSFileAuditor to talk to NSFASVR. They are
NSKLLSNR and PWSVRLNK. They share two common files, PNAMES that should be audited but does
not need to be. The other file is NSKLSNR.

NSKLCNFG

; Configuration file for PWSvrLnk, NSKLLsnr
[all]

Log_Level=Errors

Datatrace = OFF

;Datatrace file = trace

[pwsvrlnk]

IO Timeout=-1

my pathmon only=false

Max NSKLinks = 100
Recv_Buffer Size = 32000

Send Buffer Size = 32000
[nskllsnr]

port = 1616 <<<<<<<<<<

Three EDIT files are included to configure and start the Pathway environment. Edit these files and
make any necessary changes.

PATHCNFG - Pathway configuration for NSFASVR

ERRORS 100

SET PATHWAY MAXASSIGNS 100
SET PATHWAY MAXDEFINES 3
SET PATHWAY MAXLINKMONS 32
SET PATHWAY MAXPARAMS 40
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SET PATHWAY
SET PATHWAY
SET PATHWAY
SET PATHWAY
SET PATHWAY
SET PATHWAY
SET PATHWAY
SET PATHWAY

START
RESET
SET
SET
SET
SET

PATHWAY
SERVER
SERVER
SERVER
SERVER
SERVER

MAXPATHCOMS 3
MAXPROGRAMS 3
MAXSERVERCLASSES 60
MAXSERVERPROCESSES 72
MAXSPI 4

MAXSTARTUPS 40
MAXTCPS 2

MAXTERMS 60

COLD !

PARAM ECHOCONFIG YES

PROGRAM NSFASVR

CPUS (1,0) <<<<<<<<<<
MAXSERVERS 1, NUMSTATIC 1

SET SERVER OUT SVHS <<<<<<<<<<

SET
SET
SET
SET
SET

SERVER
SERVER
SERVER
SERVER
SERVER

PRI 150

PROCESS S$NSFAL
TMF ON
HOMETERM $ZHOME
HIGHPIN ON

ADD SERVER NSFASVR

RESET

RESET
SET
SET
SET
SET
SET
SET
SET
SET
SET
SET
SET

SERVER

SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER

ASSIGN PNAME-FILE, PNAMES

ASSIGN TCPIP-PROCESS, $ZTCO <<<<<<<<<<
ASSIGN CONFIG-FILE, NSKLCNFG

PARAM MY-PATHMON S$SNSFA <<<<<<<<<<

PROGRAM NSKLLSNR

CPUS 1 <<<<<<<<<<
MAXSERVERS 1, NUMSTATIC 1

OUT S$VHS <<<<<<<<<<
TMF ON

HOMETERM S$ZHOME

HIGHPIN ON

ADD SERVER NSKLLSNR

RESET
SET
SET
SET
SET
SET
SET
SET
SET
SET
SET
SET
SET
SET

SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER

ASSIGN PNAME-FILE, PNAMES

ASSIGN TCPIP-PROCESS, S$ZTCO <<<<<<<<<<
ASSIGN CONFIG-FILE, NSKLCNFG

PARAM MY-PATHMON SNSFA <<<<<<<<<<

PARAM NSKLLSNR-SERVERCLASS NSKLLSNR

PARAM NSKLUMSW-SERVERCLASS NSKLUMSW

PROGRAM PWSVRLNK

CPUS 1 <<<<<<<<<<
MAXSERVERS 1, NUMSTATIC 1

OUT SVHS <<<<<<<<<<
TMF ON

HOMETERM S$ZHOME

HIGHPIN ON

ADD SERVER PWSVRLNK
SHUTDOWN , WAIT
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PATHCOLD - Cold-start the Pathway environment

?Tacl macro

#frame
pathmon/name $NSFA,out S$VHS,nowait, CPU 1/ <<<<<<<<<<
pathcom/in pathcnfg/ S$SNSFA
#unframe

PATHCOOL - Cool-start the Pathway environment

?Tacl macro

#frame

#push pccmds

[#set pccmds

start pathway cool !

start server *

status server *

1
pathmon/name $NSFA,out S$VHS,nowait, CPU 1/ <<<<<<<<<<
pathcom/inv pccmds/ SNSFA
#unframe

Notes:

Stopping the Pathway will not stop NSKLLSNR nor PWSVRLNK. You must stop them manually from
TACL.

6.12 RollTool - BaseRoll Support Tool

This tool is used only by the BASEROLL TACL routine. Itis not intended to be run otherwise.
6.13 Common Errors

Access

All the tools will check that the user running the tool is authorized to do so. If not, the following error will
be reported and an AUDITLOG entry will be added.

User xxx.xxx not authorized to use [tool]
TACL Define Conflict

If a TACL define is active that conflicts with what was set when the SQLCOMP was done on a tool, it will
report this error.
** Error: Config select error
***  \PAPENS.$X26H
*** Your SQL program needed to be recompiled but had the NORECOMPILE option
e set.
SQL error: -8026

Do a DELETE DEFINE ** before running the tool to clear the defines.

SQL Recompile
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If a program has been FUP DUPed it will need to be SQL recompiled. It will report the following error.

** Error: Config select error

***  \PAPENS.$Z4QA

*** The SQL region was not SQL compiled.
SQL error: -8025

Run the DOSQLCMP TACL macro to SQL recompile all the tools.

Unknown or Invalid Argument

If a tool encounters an unknown or invalid argument, the tool will echo its help. You can pass the -Q

argument to stop the help from being echoed.
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7 Usage Scenarios

Verifying Deployment

Run COMPARE to confirm no unexpected changes, no exceptions

Deploy files

Update FILELIST with any additions or deletions

Add CHGLOG entries for all files that have been changed.

Run COMPARE to determine any missing CHGLOG entries causing Exceptions.
Add CHGLOG entries for any exceptions

Run COMPARE with -FORCE to verify no more exceptions

Run BASEROLL macro to establish new BASELINE

Verifying No Changes
. Establish a BASELINE
. Run COMPARE periodically to verify there no changes, no exceptions

Chronicling Incremental Changes

Establish a BASELINE

Add CHGLOG entries for changes

Run COMPARE to identify any unexpected changes (exceptions)
Correct files that caused exception or add CHGLOG entrie for them
Run COMPARE -FORCE to confirm no new exceptions

Create new BASELINE at some point

59
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Problem Reporting

To report a problem to TIC Software send an email to support@ticsoftware.com Include the following:

e A capture of what is displayed to the TACL terminal when the problem occurred.
e Run SUPINFO TACL routine to gather information for support

e Email these to suppori@ticsoftware.com

Example of SUPINFO

11> RUN SUPINFO

* k%

This TACL routine will gather information needed by TIC Software support
Two files will be created:

SUPLOG - includes VPROC, FILEINFO, configuration info

SUPPAK - PAK file with S$WORK.NSFAPROG.suplog and the log files from
SWORK . NSFALOGS

* k%

Proceed? (Y or N): vy

-- Getting
18 RECORDS

-- Getting

ADDDEFS
TRANSFERRED

INSLOG

108 RECORDS TRANSFERRED

-- Getting
84 RECORDS

-- Getting
-- Getting

-- Getting

BRLOG
TRANSFERRED

latest AUDITLOG
CHGLOG entries

EXCEPTS entries
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-- PAKing log files and S$WORK.NSFAPROG.suplog
PAK - File compression program - T1255H01 - (2014-01-29)

File Mode BACKUP Program - T9074HO01 (24JUL2013) (AGI)

(C)2000 Compag (C)2007 Hewlett-Packard Development Company, L.P.

Backup options: NO AUDITED, BLOCKSIZE 8, NO IGNORE, OPEN, PARTONLY OFF,
INDEXES IMPLICIT

Tape: 1 Code EOF Last modif Owner RWEP Type

Rec Bl

SWORK .NSFALOGS

AUDLOGVW 12288 20Apr2017 9:52 2,2 NGNG K
300 4

BASEROLL 0 6Apr2017 10:33 2,2 NGNG K
300 4

CFGTOOL 12288 20Apr2017 9:52 2,2 NGNG K
300 4

CHGLOGIN 278528 20Apr2017 8:20 2,2 NGNG K
300 4

CHGLOGVW 12288 20Apr2017 9:52 2,2 NGNG K
300 4

CKFILE 0 6Apr2017 10:33 2,2 NGNG K
300 4

COMPARE 143360 20Apr2017 9:52 2,2 NGNG K
300 4

EXCPTRPT 12288 20Apr2017 9:52 2,2 NGNG K
300 4

EXHAND 28672 20Apr2017 9:50 2,2 NGNG K
300 4

FILPATCK 114688 20Apr2017 9:52 2,2 NGNG K
300 4

NSFASVR 12288 18Apr2017 15:16 2,2 NGNG K
300 4

ROLLTOOL 16384 6Apr2017 11:41 2,2 NGNG K
300 4

SWORK .NSFAPROG

SUPFILES 4096 20Apr2017 9:52 2,2 NGNG E
200 4
SUPLOG 101 630586 20Apr2017 9:52 2,2 NGNG

Summary Information

Files dumped = 14 Files not dumped = 0

Total bytes: 1285730

Compressed bytes: 294318

-- Finished. Results in $WORK.NSFAPROG.suplog and S$SWORK.NSFAPROG.SUPPAK
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